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Abstract. Text mining is an intriguing area of research, considering
there is an abundance of text across the Internet and in social medias.
Nevertheless outliers pose a challenge for textual data processing. The
ability to identify this sort of irrelevant input is consequently crucial
in developing high-performance models. In this paper, a novel unsuper-
vised method for identifying outliers in text data is proposed. In order to
spot outliers, we concentrate on the degree of similarity between any two
documents and the density of related documents that might support in-
tegrated clustering throughout processing. To compare the effectiveness
of our proposed approach with alternative classification techniques, we
performed a number of experiments on a real dataset. Experimental find-
ings demonstrate that the suggested model can obtain accuracy greater
than 98% and performs better than the other existing algorithms.
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1 Introduction

Countless specialists in data analysis are required for the precise processing
and interpretation of data [21, 8, 33, 13, 37, 3|. In contrast, the influence of
the Internet of Things (IoT) and social media has led to an enormous rise
in the accumulation of data [13], [34]. Generally, data generation is prone to
noise and unwanted changes. Since there is a lot of dirty data due to misinfor-
mation, disinformation, or bugs in data gathering, storage or call procedures,
data cleansing can aid data analysts in achieving their objectives to create
high accuracy models. Finding outliers is a proactive data-cleaning method.
It is defined as an algorithm which tries to probe abnormal data [23]. Abnor-
mal data represents information that deviates from the dataset’s predominant
patterns [22, 42]. In certain circumstances, system designers target finding out-
liers to study why these abnormal data are available in the system [38]. The
significance of identifying outliers is demonstrated in credit fraud prevention
and intrusion detection in computer networks [41, 24]. Because these sorts of
complicated data need a lot of processing, spotting outliers in data can assist
data scientists in improving the performance of their models [13, 24, 11]. Text
data outliers can take on a variety of forms, and it might be challenging to
identify them in this application.

On the identification of outliers in texts, numerous researchers have con-
centrated. As consequence, multiple aspects of the text’s qualities are taken
into account. A few, for instance, converted language into numbers and ap-
plied methods that are suitable for numerical data. Additionally, a number of
research efforts exploited restricted phrases, such as document titles, to seek
out patterns in datasets as well as recognize outliers. Plenty of studies have
been conducted on dynamic datasets, such as social media, and the detec-
tion of anomalous data in such circumstances. It additionally addresses how
significant knowledge is before any analysis ([23, 11, 20, 2, 30, 12, 35, 16]).

In this paper, our goal is to identify documents that do not follow the
primary patterns of datasets in order to develop a high-performance text pro-
cessing model from the total clusters that can be flexible in various situations,
appropriate for text features, and implementation-unrestricted.

The remainder of the paper is structured as follows. The different kinds of
methods for identifying outliers are discussed in Section 2. The solution we
propose is elaborated in Section 3. Section 4 highlights our findings under
various circumstances. Ultimately, Section 5 serves as the conclusion.
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2 Related works

In general, there are several distinct types of outlier detection techniques.
The classification-based algorithms are the subject of the first. Data in this
situation ought to be labeled and utilized to train classification systems [17]. In
contrast, the input to a clustering algorithm is not labeled, and the algorithm
learns by solving problems similar to those it will face in the future as part of
a training schedule. This makes a clustering algorithm an unsupervised model
[28, 18].

Outlier detection is also possible with the clustering technique. Outlier de-
tection based on clustering that comes following aims detection of ”abnormal
data”. These algorithms identify outliers—those data that do not follow the
typical data’s patterns—as the data. Nearest neighbor is taken into account
by several algorithms. The nearest neighbor plays a key role in these algo-
rithms. Here, the term ”abnormal data” refers to data that do not resemble
their neighbors in any way [17, 25].

Other methods compute the probability of data being in a particular area
employing probabilities and statistical models; if data exist in a region where
this likelihood is low, the data is considered an outlier [17, 6, 5].

Subsequently, a few techniques are used for datasets that are dispersed
throughout several platforms, like big data. These algorithms are made to
look for outliers by taking into account the patterns of all the data in all
systems [41, 31].

The remaining part of this section represents two well-known algorithms
that we tested. One of them is a member of the clustering group, whereas the
other one views the other as nearby neighbors.

2.1 Density-based spatial clustering of applications with noise
(DBSCAN)

DBSCAN is one of the density-based clustering algorithms [10]. In this algo-
rithm, two parameters are inputs (L, €), and points or data are categorized as
core points, reachable points, and outliers. They are defined as follows:

e Core points are the points with at least p neighbors in the border of ¢
from itself

e Reachable points are those points which are not core points but are
located on the border of ¢ from one or more than one core point

e QOutliers are those points that are not core or reachable points
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Figure 1 demonstrates the differences between these kinds of points.
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Figure 1: Core, reachable, and outlier points in DBSCAN

2.2 The improved Local Outlier Factor (LOF)

The goal of LOF which is based on the local density and nearest neighbors,
is computing the local outlier factor which is the outliers’ determination [40].
For computing the LOF of each point, calculating the reachability distance
between the points and their k nearest neighbors, and also the Local Reach-
ability Density (LRD) of the points are necessary. The reachability distance
between two points (p, q) is defined as [12]:

reach_dist(p, q) = max(k — distance(q), d(p, q)) (1)

In Equation (1), k — distance(q) is the distance between q and its k’th
nearest neighbor, and d(p, q) is the distance between p and q. The concept of
reachability distance is shown in Figure 2.

And local reachability density of each point is defined as follows [12]:

« Zackn(p) Teach — dist(p.q)

LRDk(p) =
(p) |[k — neighborhood|

(2)

In Equation 2, q is the neighbor of p, reach — dist(p, q) is the reachability
distance between p and q, and k-neighborhood is the number of p’s neighbors.
Finally, the Local Outlier Factor of each point is defined as [12]:
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Figure 2: Reachability distance between two points [37]
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In Equation 3, q is the neighbor of p, LRD(p) and LRD(q) are the local
reachability density of p and local reachability density of q respectively. Fur-
thermore, k-neighborhood is the number of p’s neighbors. Whatever LOF is
higher, the point is more abnormal.

3 Methodology

As we present in Section 2, the clustering algorithm is one of the groups of
outlier detection, and this kind of algorithm can help to find abnormal data
and the patterns of datasets. As mentioned before, the center of each cluster
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is the point with a higher density than its neighbors and more different from
the points with higher densities. In this case, the measurement of similarity is
the distance between two points, but we prepare the algorithm for text data,
therefore, cosine similarity is used. As a result, we propound local density for
each document, denoting the number of text data or documents that are sim-
ilar to this data. For this purpose, threshold and local density are considered
as follows:

o L [ 1, if Similarity(a,b) > threshold
pi=)_X(tit), X(a,b) = { 0, if Similarity(a,b) < threshold )
)

In Equation 4, p; is the local density of document i, and j is the number of
the documents in a dataset, and t; is an iy, document in the dataset. Figure
3 demonstrates computing p;.

T = Threshold

Local Density
of A=7

N J

Figure 3: The local density of a document

di is the similarity between document 1 and the most similar document with
higher local density. For example, as we can see in Figure 4, 6 for the black
document is the similarity between the gray document and itself.

Eventually, we suggest outliers that are more different from the behavior of
central data. In other words, outliers are texts with less p; and fewer 0.

Considering the purpose of finding outliers in text data and density peak,
the rest of this section explains our new method. First of all, the similarity of
each pair of texts is calculated and saved in a matrix (See Figure 5).
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Figure 5: The computing of similarity matrix

Then a threshold should be set for the similarity between documents. Now
for each document, p; is computed and saved in the p array. Afterward, 0;
should be recognized for all documents and saved in the & array. Finally,
outliers are searched as the p; and d; are lower than the thresholds. We can
see the steps of the algorithm in Algorithm 1.

Algorithm 1

Input: documents, TS, Td, TS1

Output: Outliers

1. Calculate the similarity index

2. Set the p array

3. Set the & array

4. Print the number of documents in which the p; < Tq and 8; < TS1 as outliers



98 M. T. Sereshki, M. M. Zanjireh, M. Bahaghighat

3.1 Dataset

BBC dataset is utilised in our experiment to evaluate the performance of our
suggested method for outlier spotting in the text. Different scenarios are used
to test each dataset. First, several outlier identification methods prepare them
for entrance into categorization algorithms. In these situations, data identified
using our suggested approach, LOF, and DBSCAN is cleaned; otherwise, the
datasets remain untouched. The accuracy of four distinct categorization meth-
ods is then calculated, and they are contrasted. These tests are designed to
find out how our strategy of eliminating outliers affects classification algorithm
performance.

3.2 Classification algorithms

In our experiments, four different classification algorithms (K Nearest Neigh-
bor, Decision Tree, Random Forest, and Naive Bayes) are implemented to
compare different situations. Furthermore, Term Frequency (TF) [27], Term
Frequency-Inverse Document Frequency(TF-IDF) [36], and 3-gram [9] are used
for the inputs of these algorithms. We briefly describe these four algorithms
in the rest of this section.

3.2.1 K-nearest neighbor (KNN)

The k nearest neighbor classifier is a classification algorithm based on the dis-
tance between the input sample and the training samples. The algorithm will
find the k objects which are closest to the input data, and the value of the input
will be predicted according to the values of these neighbors. For instance, xi
is input, and (xi,,xi2, ..., i, ) are its features. The Euclidean distance between
x; and x| is computed as:

d(xi,x1) = \/(Xi1 —x1, )2+ (xi, = x1, )2+ o+ (x4, —x1,)? (5)

This distance is computed between x; and every training sample to find the
nearest neighbors and the value of x; is considered regarding its K nearest
neighbors [19, 29|, as shown in Figure 6.

3.2.2 Decision Tree (DT)

One of the flowchart-like structure methods is a decision tree. It makes a tree
based on training data when new data enters into the training model which is
similar to the yes and no question game, predicts the input value. Each tree
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Figure 6: The vote for the unknown sample values recognition [26]

composes of nodes and branches. The nodes show features of classes, and they
can get values by using branches. Figure 7 represents the decision tree as an
example. Decision trees have found many fields of implementation due to their
simple analysis [32].

3.2.3 Random Forest (RF)

Random Forest is an ensemble learning method for classification, regression,
and other learning that builds a large number of decision trees during train-
ing. This algorithm makes a number of random decision trees with different
properties, then the value of new data is decided by the voting of these trees
[15]. Figure 8 illustrates the logic of the random forest algorithm.
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Figure 7: The example of a decision tree [7]

3.2.4 Naive Bayes

Despite the simple design and assumptions, Naive Bayes classifiers have worked
very well in many complex real-world situations. Naive Bayes is a probability
model based on Bayes’ theorem which is defined as:

~ p(BIA).p(A)
PIAIB) = p(B)

This algorithm calculates the probability of each input feature in each class
by considering the training data and selects the most likely class as the value
of the input sample. In this method, X is the input, and (x1,x2,...,%{) are its
features. The values or classes are defined as (Cy,Cs,...,Ci). Now for each
input, the probability of each class for the input is predicted by Equation 7
[14].

(6)

P(X[Cy).p(Ci)

P(CGi[X) = p(X)

(7)
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¥
Random Forest
Pradictions

Figure 8: The process of decision in the Random Forest [39]

That p(X|C;) is calculated as:

P(XICi) = p(XIC)) = [ [p(xlCi) = P(x1]Ci).P(XaCi)..P(xnlCi)  (8)
k=1

4 Experimental results

According to Table 1, the proposed model was implemented using the Python
programming language. To implement the models, two parts of the dataset
were used for model training and evaluation. There is the 80% training dataset
and the 20% evaluation dataset.
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0OS Windows 10-64bit

CPU Intel(R) Core (TM)i7-7700HQ 2.8GHz

GPU NVIDIA Tesla P100

RAM 16 GB

Programming language | Python 3.9

Software libraries TensorFlow, Keras, OpenCV, and Scikit-Learn

Table 1: Hardware & software environments deployed in this study

4.1 Evaluation metrics for classification problems

Evaluation of any machine learning model’s performance is the most crucial
step in model construction. So, the question of how to evaluate a machine
learning model’s performance arises. Machine learning tasks are connected
to evaluation measures. Regression and classification tasks each have their
own metrics. Before we put our model into production on untested data, we
should be able to increase its overall predictive power by evaluating its per-
formance using several criteria. When a machine learning model is applied to
unexplored data, failing to properly evaluate it using a variety of assessment
measures and relying simply on accuracy can result in inaccurate predictions.
Accuracy, confusion matrix, precision, recall, F1-score, sensitivity, specificity,
and AUC are major performance measures for classification problems that are
most frequently employed. Following equations represent these metrics:

TP+ TN

A =
COUTACY = I T IN L FP 1 PN 9)
TP
Precision = P (10)

- 2 x Precision x Recall (11)
-score =
Precision + Recall

Sensitivity = Recall = (12)

TP+ FN

Specificity = (13)

FP + TN

Instances where the model accurately predicts a positive class are referred to as
TPs (True Positives). This is taken to be true since the input really corresponds
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to the positive class that the model predicted would exist. FP (False Positive)
is the term for when a positive class is falsely predicted by a model, even if
it can be perceived as the model doing so. FN (False Negative) is the term
used when a model predicts a negative class wrongly, which is untrue but can
be read as a negative class being predicted by the model. When the model
properly predicts a negative class, this is known as a TN (True Negative),
and is taken to be true because the input really corresponds to the predicted
negative class.

Classification accuracy is the most often used performance metric for eval-
uating classification models. Due to the fact that it can be stated as a single
number that encapsulates the model’s capabilities and is straightforward to
compute and comprehend, it is widely used. Therefore, in our simulations,
accuracy was the performance indicator we used.

4.2 Simulation results

As can be seen in Table 2, all algorithms, including Decision Tree, Random
Forest, and Naive Bayes, performed better once outliers were removed using
our method. Therefore, our approach significantly impacts when used as a
pre-processing algorithm during text processing. Results demonstrate that our
strategy improves the accuracy of the Nave Bayes classifier by more than 98%.

Table 3 compares the accuracy of our method with DBSCAN, and LOF for
Random Forest algorithm. It constructs a forest using a collection of decision
trees. Random Forests produce uncorrelated decision trees and execute fea-
ture selection implicitly. To accomplish, it constructs each decision tree using
a random collection of features. This makes it a great model for working with
data that has a lot of different properties. The results show that when Ran-
dom Forests were used, our method’s accuracy increased from 90% to 92.5%,
despite the fact that Random Forests are not much influenced by outliers. This
highlights how effective our approach is at detecting outliers.

The performance of our suggested detection of outliers technique will then
be assessed when used for The K-Nearest Neighbor (KNN). The KNN machine
learning technique is flexible. It is employed in a variety of contexts, including
handwriting recognition, picture recognition, and video recognition. In a wide
range of prediction problems, it can achieve high accuracy. KNN is a method
that is used to learn an unknown function with the appropriate precision,
and accuracy. It is based on the local minimum of the target function. The
algorithm also determines a parameter’s range or distance from an unknown
input as well as its surroundings. Based on the ”information gain” theory, the
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Algorithm Decision Tree
Outlier detection Without deleting outliers | Our method
Accuracy TF 0.8071 0.8669
TF_IDF 0.8071 0.8394
N-gram (n=3) 0.7533 0.7114
Algorithm Random Forest
Outlier detection Without deleting outliers | Our method
Accuracy TF 0.8917 0.9149
TF_IDF 0.9058 0.9278
N-gram (n=3) 0.8466 0.8522
Algorithm Naive Bayes
Outlier detection Without deleting outliers | Our method
Accuracy TF 0.9596 0.9862
TF_IDF 0.9686 0.9816
N-gram (n=3) 0.9327 0.9633

Table 2: The accuracy of Decision Tree, Random Forest, and Naive Bayes
algorithms on the BBC dataset

Technique | With outliers | LOF (k=7) | DBSCAN (3,2) | Proposed
TF 0.8917 0.9197 0.9548 0.9149
TF IDF 0.9058 0.9217 0.9031 0.9278
N-gram 0.8466 0.8235 0.8463 0.8522

Table 3: Comparing the accuracy of our method with DBSCAN, and LOF for
Random Forest algorithm

algorithm determines which method is best suited to forecast an unknowable
value. Figures 9, 10, and 11 demonstrate that our method along with KNN
can get an accuracy more than 96% for K=10 and TF-IDF. It strongly outper-
forms other existing approaches presented in these figures in particular when
an outlier detector was not implemented.

Using a k-fold cross-validation approach, we expanded our experimental
findings and verified the effectiveness of our model. Our dataset was separated
into k subsets (k = 5), the model was trained on k-1 subsets, and it was then
assessed on the final subset. A new subset was tested in each of the k iterations
of this process which was repeated. The performance of the model was then
estimated by averaging the findings. The outcomes of our tests revealed that,
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Figure 9: The accuracy of KNN using TF and k between 4 and 14 on the BBC
dataset

when tested using cross-validation, our model had somewhat enhanced the
performance to reach 98.92% accuracy.

5 Conclusion

Today, many applications leverage data mining and machine learning ap-
proaches ([1, 4, 11]). Given the fierce competition to obtain ever-increasing
accuracy, any beneficial pre-processing procedures, such as outlier detection,
would be taken into consideration in real systems. Additionally, text features
indicate that processing this kind of data is challenging. Nevertheless, pro-
cessing can be made smoother by spotting anomalous data. In this research,
we have presented a unique method for identifying anomalous data in text
datasets. The characteristics of the texts that we uncovered did not match
those in the clusters’ center. We created the density-based method in keep-
ing with this idea. Then, we conducted a number of experiments to evaluate
how well our approach performed compared to two popular outlier detectors
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Figure 10: The accuracy of KNN on the BBC dataset with k between 4 to 14
with TF-IDF

(LOF and DBSCAN). For our tests, we used the BBC dataset. In the ma-
jority of cases, our recommended approach outperformed LOF and DBSCAN
techniques. After pre-processing with our technique, the accuracy is shown to
rise and the KNN algorithm performs better overall. It maintains first place
with a significant disparity.

Ultimately, our proposed approach can be used for both short and lengthy
texts and can be applied to most datasets without taking into account the
system knowledge. Ultimately, the versatility of our approach may be increased
by making use of additional similarity methods, such semantic similarity.
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